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COMMUNICAIION NETWORK 

Ibis invention relates to a method of communicating between two 
computers over a communications network. 
5 It is well known That the Internet is a global communications network 

which is used to connect a very large number of computers, with the Internet 
protocol (IP) being used to control communication between computers that use 
dijlcroni network technologies («-<j Ethernet, ISDN, ATM, etc.). One ot the most 
commonly used applications on the Internet is The World Wido Web (WWW) which 
10 allows users to access text graphics, audio and video resources which are stored 
on WWW servers. WWW servers use hyper text mark-up language (HTML), which 
it; inusrpieiud by biowser programs run on client computers, in order to facilitate 
~S ih« display of and access to resources nl various formats. 

□ Conventionally, a WWW server communicates with the browser using 

15 Tumsmission Control Protocol (TCP) as a Transport protocol, which onsures a 
N reliable delivery ot data. I CP provides reliable delivery of data by minimising errors 

vl in rln-? nans-mitted data, assuring data delivery (and informing the sender in the 

s case of delivery failure), endeavouring to deliver data in the correct sequence and 

fl z eliminating duplication of delivered data (for further information regarding TCP, 

B 20 and related Internetworking protocols, see, for example, "IPng and the TCP/IP 
Protocols. Implementing iho Next Generation Internet", Stephen A. Thomas, 
lQ published by John Wiley & Sons.). Hypertext Transfer Protocol (HTTP) is the 

application protocol that controls the transfer of data between the WWW server 
and tin* WWW browser. 
25 When downloading text resources, either plain text or I ITML formatted 

text, Irom a WWW server the browser is able to display chunks of text, as and 
when J he chunks are received by The- browser. Tor audio or video data resources, 
e g digitised music oi video clips, it is normally necessary for the browser to 
download all of the audio or video lesourcc before the resource can he played back 
30 by rh" user As video and audio resoun es tend to be relatively large, e.g. a 45 
second QuickTime movie requires 1 5 MB ot storage (with the size 

depending upon the movie's resolution) and a 30 second audio clip in the .wav 
format (mono sound, 11 kHz sampling frequency and 8 bit sampling) requires 300 
kB of storage, the time taken to download them can be quite significant, leading to 
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user dissatisfaction. One approach, which has been followed by RealNetworks 
with their RealPlayer and RealAudio products (tee http://www.reaIneiworks.com), 
is to 'stream' the audio or video resource from the server to the mm. 'Streaming' 
requires that the video or audio resource is encoded by the administrator of the 
5 WWW server and the encoded resource stored on the WWW ser w This allows a 
user with a suitably configured browser to 'download' I he resource, which is 
transmitted to the browser in a stream of packeTs which can be played back once 
a sufficient number of the packets are received by the browser. This becomes an 
unwieldy approach if there are a number of competing coding protocols tor audio 
10 and/or video resources as the resource would need to be encoded using each 
coding protocol which is an inefficient use ol storage space on the WWW server 
and increases the amount of time required to manage the WWW server. For 
example, if the coding protocol were to be updated to a more advanced version it 
U might be necessary to re-code all of the resources stored using the previous 
?q 15 version of the coding protocol and all browsers would need 10 be upgraded to the 
y4 include the new protocol in order to use the re-roded resources with the added 
* features of the new protocol. 

s ^ In accordance with a first aspect of the invention there is provided a 

^ method of transmitting data from a first server computer to a client computer, the 
□ 20 method comprising the steps of transmitting the data from rhe first server 
^ computer to a second server computer in a first encoding format, transforming the 
rg data from said first encoding format to a second encoding format at the second 
server computer and transmitting the transformed data in said M-cond encoding 
format to the client computer from the second server computer, 
25 Preferably, the data is transmitted from the fir^t server computer to the 

second server computer using a first transport protocol and the transformed data is 
transmitted from the second server computer to The client computer using a 
second transport protocol. The data may be transmitted by the lirst computer 
server to the second computer server using rhe Transport Control Protocol, the 
30 data is transformed by the second server and the transformed data is transmitted 
to the client computer using the User Datagram Protocol. The transforming 
performed by the second server computer may be determined by ihe conrent ot a 
protocol downloaded to the second server computer from a third server computer. 
The first server computer may be a World Wide Web server. 
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According to a second aspect of the invention There is provided d dynamic 
proxy server computer located in a communications network such that it is in a 
communications route intermediate a server computer and a client computer, the 
dynamic proxy server computer being configured to receive data iransmitted in a 
5 first data format from said server computer, to transform leceived data to a 
second data format from said first data formal and to transmit the transformed 
data to the client computer in said second data format. Preferably, rhe 
transforming performed by the dynamic proxy server computer is determined by 
the content of a protocol downloaded from a rhird server computer. The dynamic 
10 proxy server computer may be configured to receive data transmitted from the 
server computer using a first transport protocol and In transmit the transformed 
data to the client computer using a second transport protocol. Preferably the data 
. q is transmitted by the first computer server to the dynamic proxy server computer 
U using the Transport Control Protocol, the dala is transformed by the dynamic proxy 
^ 15 server computer and the transformed data is transmitted to ihr chef it computer 
using the User Datagram Protocol. The first server computer may a World Wide 
O Web server. 

= = According to a third aspect of the invention there is provided a 

^ communications network comprising a Work] Wide Web server, o client computer 
U 20 and at least one dynamic proxy server computer, the dynamic proxy server 
^ computer being located between the World Wide Web servei and the client 
[0 computer, the dynamic proxy server computer being arranged to transform data 
transmitted from the World Wide Web server to the cIumm computer 

2 5 Embodiments of the invention will now be described, by wdy of example 

only, with reference to the accompanying drawings in which; 

Figure 1 shows a schematic depiction of a communication network 
including a dynamic proxy server according to the invention; 

Figure 2 shows a schematic representation of a preferred embodiment of a 
30 communication network including a dynamic proxy server according to the 
invention; and 

Figure 3 shows a schematic representation of a further embodiment of a 
communication network including a dynamic proxy server according to the 
invention. 
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Figure 1 shows a schematic depiction of a communications network 
including a server computer 10, a first, or remote, dynamic proxy server comparer 
20, a client computer 30 and a second, or local, dynamic proxy server computer 
5 40. The communications network uses The Internet Protocol (IP) to control 
computer-to-computer communications and may he connected to the public 
Internet or be a part of an Intranet. Both of the dynamic proxy server computers 
20 and 40 are located on a communications path between the seiver computer 10 
and the client computer 30. The first dynamic proxy server computer 20 is 
10 located near to the server computer 10 and the second dynamic proxy server 
computer 40 is located near to the client computer 30. When the client computer 
30 makes a connection with the server computer 10 in order to download data 
from the server computer, a data type identifier is transmitted in the second, or 
U local, dynamic proxy server computer 40. II the data type identifier matches one 

^ 15 of the identifiers stored by a computer program, or proxylet, that is being run on 
the second dynamic proxy server computer 40, thon a further proxylet is loaded 
onto the first dynamic proxy server 20 which prompts the server computer 10 to 
* transmit the data resource to the first dynamic proxy server 20 The proxylet 

^ running on the first dynamic proxy server ?0. upon receiving the data resource 

O 20 from the server 10, transforms the data resource being received from the server 
from a first protocol to a second protocol, the second protocol being one which 
rg allows the client 30 to access or execute the data resource more quickly or more 

efficiently than if the data resource had been directly downloaded from the server 
10 to the client computer 30. The second proxylct may be stored on the dynamic 
25 proxy server or it may be downloaded from a further computer. For example, in 
the case of a video or audio data resource, The second protocol may be one which 
enables immediate playback of the data resource once the initial packets have 
been received by the client whilst the first protocol may be one that the requires 
the entire data resource to be downloaded before the resource can be played back. 
30 The dynamic proxy server (DPS) uses a number of proxylei programs, each 

proxylet performing a different data resource protocol transformation. (In Java 
computing, an 'applet' is a computer program that adds functionality to a browser 
application and a 'servlet' is a computer program that adds functionality to a 
server. Accordingly, a proxylet adds functionality to d dynamic proxy server.) In 
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addition to transforming the protocol of the data resource, the proxylet may also 
change the transport protocol or application proTocol used to iMnsmn the dota 
resource from the DPS to the client. This transforming may enable the use of an 
application protocol more suited to the type of d;itn resource being transmitted (for 
5 example- for video or audio data resources, the use of the Real Time Protocol (RTP) 
rather than Hypertext Transfer Protocol (HTTP)) and/or a transport protocol that 
provides faster data transfer at the expense of lower reliability (for example User 
Datagram Protocol (UDP) rather than Transmission Control Protocol (TCP). 

The DPS accepts a simple set of requests from a range of clients or other 
10 DPSs in order to execute and manage proxylcts, The server may tequest that the 
DPS loads a defined proxylet. A number of validation checks may be made 
following a 'Load' request, for example wheiher The server making the 'Load- 
request is authorised to do so. Service or content- providers operating DPSs may 
only allow certain proxylets to be requested or loaded by a defined subset of 
15 servers or DPSs in order to control the qualiTy of service provided by the DPSs. It 
the DPS has insufficient resource (e.g. memory. CPU time, network bandwidth, 
etc.) to run an additional proxylet then it may refuse The server's request to load 
the proxylet. In the event that the 'Load' request is acceptable ih.-n the DPS loads 
the proxylet by reference (i.e. a reference to the location of the proxylet is sent to 
20 the DPS for example, using a Uniform Resource Locator (URL)) either from local 
storage or by downloading the proxylet from remote storage. As the proxylet is 
loaded by reference (the caching of recently used and fiequently loaded proxylets 
is possible, so that further downloading may be unnecessary. 

Once the DPS has loaded the proxyleT it will be necessary to start The 
25 proxylet with the 'Run' request. In order to simplify the progiamming and 
management of proxylets it is possible that the proxylets have a generic form that 
would allow arguments to be supplied with tire 'Run' request. For example, a 
proxylet which transforms the format of a data resource may require the 
identification of the startpoint and endpoi.u of the data resource and which 
30 transforming protocol to use. A 'Modify' request can be used to modify The state 
of a running proxylet, e.g. to change to a protocol with higher compression in 
response to low transmission bandwidth conditions. A Stop' iwiuhst can be used 
to force the termination of proxylets that may not naturally terminate or have 
ceased to respond to the DPS. It will bo necessary l«. r*stn,.r rhe notions which a 
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proxylet is able to perform. For security reasons proxylets should noT be able to 
access or modify files on the server; DPS or client. It may also be necessary to 
prevent connections being made to unauthorised clients or servers 

The DPS has a control interface to allow The operator and the users of 
5 the DPS to perform a number of control functions, for example: loading, or 
downloading, a proxylet; running a proxylet; passing new argument'; to a running 
proxylet and stopping a running proxylet. The control interface allows the DPS 
provider to manage the operation of the DPS, and access to the full range of 
control functions may be restricted for various subsets of users, of her because of 
10 security implications or because users have subscribed to packages offering 
difforent functionality or levels of service. It may be advantageous to soparaTe The 
user functionality from the management functionality and provide separate control 
^ interfaces for both aspects of controlling the actions of The DPS. 
£3 It is envisaged that for large networks, such as the Internet or company 

r:15 Intranets, more than one DPS may be involved in an end-to-end communication 
'"4 and some mechanism will be required to locate suitable DPSs for use in an end-to- 
^ end communication. DPSs operated by a service provider will be; provided with 
locators, such as URLs or network addresses, of other DPSs operated by the 
service provider, or other service providers wnh reciprocal use acjieements, and 
r j20 may have the capability to search for further DPSs. Operators of WWW servers 
^ will have agreements with DPS operators, so that requests made at a WWW server 
;q that involves the use of a DPS can be transmitted to a suitable DPS. 

Proxylets are control modules that are loaded by DPSs, either from local 
storage or from a remote library of proxylets, i.e a Proxylet Serve/. A proxylet 
25 may be designed to be totally self-contained, comprising all of ihe code and 
protocols required in order to perform its defined functions, but alternatively it may 
download required protocols from Protocol Servers improving code reuso and 
simplifying the management of DPSs. Proxylets may have a control interface, 
allowing users to control the action of the proxylet and enter any required user 
30 parameters, preferred compression techniques, etc Tor security reasons it may be 
preferred to restrict access to some of The proxylct's features for some or all 
users. 

In order to reduce the complexity of the proxylets and simplify 
management of DPSs it is possible to remove Transforming protocols and/or 
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transport protocols from the proxylets and instead use a protocol stack, from 
which the proxylets obtain the necessary protocols. This means that a change in a 
protocol can be effected by modifying that protocol in the protocol stack rather 
than modifying all proxylets that use the protocol, m a similar manner to shared 
5 code libraries. The protocol stack may be hold within local storage at the DPS or 
remotely on a Protocol Server, from which the proxylets can download protocols 
as required. If the client computer needs additional functionality in order to inter- 
operate with the DPS then the client computer may also download a protocol from 
the Protocol Server. Alternatively, the DPS and the client may negotiate the 
10 protocol that is to be used during the data transfer, witfi a location reference (such 
as a URL) being passed to indicate the protocol ro be used The use of protocol 
stacks and Protocol Servers will simplify the control and management of a single 
~S protocol implementation by service providers. As discussed above, some form of 
□ caching on the DPS will enable faster access to those protocols that are used most 
: ^15 often. 

y In the above discussion, a remote DPS 20 is provided 'near' to the 

; j server computer 10 and a local DPS 40 is provided 'near' to the client computer 
5_ 30. The measure of how 'near' a DPS is to either the server computer or the client 
^. computer is not a geographical measure but is a measure of the bandwidth that is 
Q20 available between the DPS and either the client computer or the server computer 
[Z. relative to the bandwidth that is available between the client computer and the 
fg server computer. A 'near' DPS has a much higher bandwidth link to the relevant 
computer than is available between the client computer and the server computer, 
for example when downloading over the Internet, bandwidth* of a few kB/s are 
25 typical for computers that are 'far' from each other (i e. a client computer and a 
server computer) but computers that are 'near' ro each olhei should have much 
higher bandwidths of hundreds of kB/s to a few MB/s and upwards, with the 
greater the bandwidth the nearer the iwo computers are i<> each other. 
Accordingly, DPSs should be connected to the same subnet or LAN as either the 
30 servor computer or client computer in order to achieve significant benefit from the 
actions of the DPSs. Although Figure 1 and the above discussion have assumed 
that two DPSs are used, if a DPS is sufficiently close to both the servei computer 
and the client computer it is possible that the single DPS can be used to run all of 
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the necessary proxylets and provide all o\ the functionality previously provided by 
both DPSs. 

Figure 2 shows a pretened embodiment of the present invention where a 
WWW server computer 100, remote dynamic proxy server (DPS) computer 200, 
5 a personal computer (PC) 300 and a local dynamic proxy server 400 are 
interconnected via the internet. In order l<> access The information held on the 
WWW server 100, the PC 300 is running an Internet browser program, such as 
Netscape Navigator or Microsoft Explorer. The WWW server 100 stores a number 
of different data resources, including an audio data resource, which has been 
10 digitised using pulse code modulation (PCMI. Most WWW browsers can be 
configured so that interactions <ue performed through a local cache: if the 
requested site's URL is held in Hie local cache it is returned from the cache while if 
lIJ the URL is not present in the cache then it is retrieved from the remore site and the 
URL is added to the cache, if it is of a suitable type, for future retrieval from the 
fn ; 15 cache. The browser's salting that points U» a cache is normally called the proxy 
_^ variable. The WWW browser running on PC 300 is configured so that its proxy 
variable is pointing to a webcache proxylet being run on the local DPS 400. This 
L webcache proxylet does nor perform any caching but is in the communication path 
fn between the browser <*nd The WWW server 100 so that it can view any HTTP 
y20 requests that are made by the browser. When a browser makes a request to a 
^ WWW server, the returned stienm of data is preceded by a MIME (Multipurpose 
Mi Internet Mail Extension) tdentifiei thai identifies the content of the data stream and 
which is used by the browser io correctly respond to the incoming data stream. 
Common MIME identifiers are 'Toxt/htrni' which the browser displays as plain text 
25 and 'audio/basic', which causes the browser ro download all of the content of the 
data stream into a file and then playback the file using a 'helper' piogram that can 
deal with audio files. The webcache proxylet contains a table of MIME identifiers for 
which The remote DPS 200 can add value by transforming the ddta format and 
because of the configuration of the proxy variable is able to observe the MIME 
30 identifiers being passed from WWW servei to browser. 

If the Internet browser is used to download the audio sample from the 
WWW server 100, th<i WWW server sends a response io the browser That is 
preceded by a MIME of audio/basic This is recognised by the webcache proxylet, 
which then causes the remote OPS 200 to load a suitable proxylet to transform the audio 
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data, The communication between the PC and the WWW server (and between The 
WWW sciver and the remote DPS) uses HTTP as ihe application proToool and TCP 
as the transport protocol, as is normal when using the Internet The proxylet 
loaded hy the remote DPS 200 is selected as it is capable of receiving data 
5 transmuted using H TIP/TCP and can Transmit daia to the PC using application and 
transpoit protocols thaT are supported by the internet browser, such as RTP and 
UDP. Additionally, the proxylet may transmit The audio data in the PCM format, or 
transform the audio data into a differed) modulation scheme, such as, for example, 
adaptive delta pulse code modulation (ADPCM) or the GSM audio protocol, that is 
10 supported by the internet browser or an associated 'helper' program. The proxylet 
receives the 'Run' request, along with inlonnarion regarding the location of The 
audio data and the audio playback program, 
3 As the WWW browser will nut be expecting a data stream using differont 

Q applied ion and/or transport protocols, the webcache proxylet may send a new 
^15 MIMf identifier to the browser thar will cause, a suitably configured audio 'helper' 
]4 progiam to be started to playback the stream of audio data The disadvantage of 
-] this method is that the browser and Ihe helper must be suitably configured. 
5 Alternaiively, the wehcacfu' proxylet may send a URI redirect to the WWW 
^ browsei, sending the browser to ,i WWW page, which may be hosted on the local 
□20 DPS 400, which contains an applet that provides The necessary audio playback 
functionality. The disadvantage of this method is that the browser must be able to 
LO run jpplets, but this is less of a disadvantage ihan the pre configuration of the 
browse' 

There are essentially ihree methods of transmitting the audio data to the 
25 PC; TCP downloading, TCP streaming and RTP streaming. A TCP download 
(which is the normal case when using an internet browser) involve;, making a TCP 
connection and downloading the entirety of the audio data, after which The audio 
data can be played. A delay is incurred while the file is downloaded but the audio 
quality is preserved. When I CP streaming is used, a TCP connection is made 
30 between the DPS and ihe PC ro download the audio sample, The audio playback 
is started once a buffer of audio data has been gathered, Ihe advantage of TCP 
streaming over TCP download is thai the user ran start to listen to the audio 
sooner. However, the teaHrres of TCP that increase ihe reliability of the protocol 
will affect the supply of audio data to The buffer, it packets are lost, or badly 
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delayed, between the DPS and the PC then those packets will be re-transmitted, 
leading to further delay in the arrival of the 'correct' packets, in sequence, at the 
PC. If data packets are not being received by the PC at the same Mte at which the 
data is being taken from the buffer and played back Then the buffer will begin to 
5 empty and once the buffer is empty there is no audio data to be played, so periods 
of silence will occur until packets arrive at the receiver again. The larger the buffer 
size, the less of a problem this becomes, however with increased buffer si/e 
comes an increased time to fill the buffer before audit) playback am occur. TCP 
streaming enables faster audio playback than TCP download, but with the risk of 
10 decreased sound quality. The third option is Flea! Time Protocol {RTP) streaming 
(for detailed information regarding RTP see, for example, Chapter 1 1 of "IPng and 
the TCP/IP Protocols: Implementing The Next feneration Internet". Stephen A. 
;^ Thomas, published by John Wiley & Sons) RTP has been designed to support the 
Q transmission of real-time data over IP networks by modifying the strict layering of 
Jjf15 protocols to provide a more co-operative approach, which is referred to as 
-j application layer framing (ALF). Real time applications tend to h,ivn mechanisms 
^ that allow them to cope with missing packets or packets arriving m an out of order 
, sequence, for example some audio playback Tools cope benei with missing 
^ packets rather than packets that are heavily delayed due to retransmission delays, 
p20 These factors mean that the additional complexity provided by TCP is not 
= ;? necessary with RTP and so the User Datagram Protocol (UDP) can be used as the 
transport protocol. UDP delivers a datagram (a unit ol data) to a particular 
application in a connection-less manner, i.e. each datagram is independent of all 
other datagrams, there is no way m which mulnple datagrams can he referenced to 
25 each other, there is no mechanism by which The receipt of a datagram can be 
acknowledged to the datagram sender and there is no way that a stream of 
datagrams can be placed into a correct order. I hi* | d(; k of complexity assumes 
that application protocol is capable of re-ordenng packets and coping with packet 
loss. 

30 An experiment was performed in which an audio sample was placed on a 

WWW server m the United Kingdom and a DPS whs also created in (he UK, on the 
same Ethernet segment as the WWW server containing the audio sample. The 
WWW server and the DPS were located near to each other in order to lessen the 
round trip time between them and to reduce the possibility of a bandwidth 
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bottleneck occurring between Them. The audio sample was four minutes long and 
had been encoded using PCM. Downloading the audio sample from Sydney, 
Australia with a normal WWW browser took eight to ten minuter, which is a 
substantial wait before the audio sample can be played back by the user A 
5 proxylet was written which enabled the audio sample to be transmuted using RTP 
rather than TCP and also enabled the encoding oi the judio samplo k> he changed 
from PCM to ADPCM or LPC (Linear Predictive Coding). The proxylet was written 
using the Java programming language, and the Remote Method Invocation (RMI) 
mechanism was used to interact with the DPS, Tht; use of Javn is not essentia! 
10 for writing proxylets and neither is The use of RMI for DPS interaction. It will be 
understood that alternative programming languages (e.g. C \ i ) and othor 
distributed computing control methods (e.g. CORBA, DCOM) may bo used. For 
this experiment a control interface was written which could be used to 
Q communicate with the DPS. The control interface enables the loading of the 
f3 5 P rox y |et b V DPS and allows the user to change the encoding used or otherwise 
\J modify the audio packets as they are sent. In practice it may be undesirable for 
■ * users to have too much access to the DPS and thus access to the control 
. functions of the interface may be restricted to the service provider who provides 
^ the DPS. The proxylet is given the location of the audio sample on the WWW 
f 20 server, in the form of a URL, and the location of tho playback tool on the user's 
= Jf client computer. As soon as the proxylet is lodded and run by the DPS it starts to 
m transform the audio sample and transmit it to The playback tool, via The WWW 
browser. The audio is received by, and played back to, the user almost 
immediately. The user can select the transforming scheme used by the proxylet 
25 from PCM, ADPCM and LPC. ADPCM gives greater datH compression than PCM, 
allowing the audio data to be transmitted as an ADPCM stream using half the 
bandwidth of a PCM stream. Switching to ADPCM did not cause a perceivable 
change in the quality of the received audio. The user may also change the size of 
the audio sample from the default value of 20ms (which also changes the size of 
30 the transmitted packet), add redundancy into The transmitted packets and control 
the response of the playback tool when the audio buffer is empty. The addition of 
redundancy adds to the current packet all, or some, of one or more of the previous 
packets transmitted, which will improve audio quality over lossy links. In the event 
of repeated packet transmission the audio buffer will become empty. If this 
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situation does occur then the previous audio sample is repeated rather than insert a 
20ms silence. This repetition greatly enhances the quality of the audio playback. 

The main reason for using Java when building the DPS rt nd proxylets is 
that Java programs can be compiled into platform independent byte code which is 
5 then interpreted on a Java Virtual Machine. Java Virtual Machines (VMs) exist for 
most commonly used architectures, such as Windows 95. Windows NT, 
Macintosh. UNIX, etc.. Therefore the proxylets and components of the system are 
not limited to one particular machine architecture or operating : , V btem. In the 
context of proxylets another important feature of the Java system is that support 
10 for security is built into the environment. It is therefore possible to configure the 
DPSs such that the proxylets may not perform actions which are considered to be 
insGcure ' such as to access or modify local files. Other computer languages, such 
%. 3S C + + ' may be u$ed t0 bui,d P ro *Ylets but this will necessitate the proxylets 
□ being recompiled in order to use the proxy!*!* on different platforms. If other 
- 15 com PUter languages do not have similar inbuilt security features as Java, ihen it 
-4 will be necessary to add .n sufficient security mechanisms when building the 
= proxylets. 

; ^ Each proxylet may be run within its own Java VM, to simplify the 

operation of the proxylets, or a number of proxylets may be run w.thin a single 
j20 Java VM. An advantage of using one VM per pioxylm is that if it is necessary to 
=j stop a proxylet, this may be achieved by terminating the corresponding VM. If a 
number of proxylets are sharing a single VM then all of the thieads belonging to 
the proxylet which is to be stopped must be identified and then terminated. There 
are some circumstances, e.g. when waiting for data from ihe network, when a 
25 thread can not be terminated. Another advantage of using one VM pe, proxylet is 
that proxylets may be able to interfere with other proxylets. either inadvertently or 
maliciously, running in the same VM. 

One disadvantage of this approach is lhat the Java byte code must be 
interpreted by the Java VM running on ih* , mended platform and this will 
30 obviously be slower than executing native code on the platform. This may have 
repercussions for proxylets being executed on Java VMs, especially when 
transforming audio or video data. An experiment w.is performed with two Sun 
Ultra 1 machines, both running Solaris 2.5.1. which wore or. in., same Internet 
subnet. One machine hosted the WWW server and the DPS, whilst the other 
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hosted the DPS control interface and The audio playback program. 1 he test sample 
was three minutes long and had been encoded using PCM. "The main 
computational concern was whether an audio sample could be coded or decoded in 
less time than the duration of the sample, with a minimum sample duranon of 
5 20ms. The transforming of a 20ms sample from PCM To ADPCM took 
approximately 1-2ms and even when the proxylet was adding two levels of 
redundancy (i.e. adding the two previous samples to the current sample) the 
transforming to ADPCM took approximately 4-5ms, Thus, the transmission of a 
20ms sample with two levels of redundancy, which included the time taken to 
10 transform and packetise the data was approximately 5ms, which is significantly 
less than the maximum allowable time of 20ms. This shows rhat the Java VM is 
r-i: clearly suitable for operating proxyleis and DPSs. 

v3 In a second embodiment of the invention, a proxylet was built that 

compresses text, in an analogous manner to the re coding of the audio data. 
CO) 5 when a browser downloads text from a WWW browser, the webcache proxylet 
?n running on a local DPS will receive a MIME identifier of 'Text/html', which causes 
^ the compression proxylet to be run on a remote DPS near to the WWW server in 
U order to compress The text before it is transmitted to the browser The local DPS 
W will then load a decompression proxylet which decompresses the stream of text 
^20 received from the remote DPS. The uncompressed text is th<*n sent to the 
browser using HTTP. The actions of the webcache proxylet mean that the 
lM compression {and subsequent decompression) of the rexT is independent of and 
transparent to the operation of the WWW server and the browser. For congested 
or low bandwidth links, the use of the compression proxylet increases the 
25 performance of HTTP connections. Similar compression proxylet;; can be built for 
different data resource types. 

It is known that the path that is chosen by routing protocols between the 
two end-points of a communications link is not always the path with the lowest 
latency or highest transmission performance It has been found, for example, that 
30 the direct network path between Sophia Anripolts, France and Sydney, Australia is 
of a very poor quality and that more efficient communications c^n he achieved by 
first directing packets to a server in London and then re-directing ihem to Sydney. 
A third embodiment of the invention has been developed to address this issue. A 
TCP bridge proxylet has been written which accepts connections on a certain port 
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and then makes a connection (o a port on another host. All packets in both 
directions are transmitted through the TCP bridge proxylet, providing application 
level routing. In the example given above, the user in France would make 
request to a DPS in London (or another location which was known to provide nuno 
5 effective end-to-end communication) to load the 1 CP bridge proxylel and chut the 
details (e.g. network address and port number, or URL) of the destination hosi or 
server to run The proxylel The proxylet isolates troublesome segments ol 
networks using dedicated TCP connections, which prevents known problems that 
can occur when using nnd-to end connection and/or congestion controls!?.). 
10 A fourth embodiment of rho invention is shown in Figure 3. Tho Internet 

550 interconnects a first DPS 510 and <i second DPS 520. The 1usl DPS b10 ir, 
Q able to connect to a virtual overlay network bOO which is carried f >ver the Internet. 
iS The virtual overlay netwoik is designed to entry high-handwidlh multimedia and/or 
Co real-time applications, such us audio or video mullicasts and broadcasts. Users 
:115 who connect to the same subnet as the first DPS 510 are able to receive such 
tU transmissions, but those users who connect to the same subnet as the second 
DPS 520 are not able to receive thos« transmissions. The transmissions comprise 
p a number of different channels, some of which arc information channei(s) 501 
whilst the other channels contain the broadcast or multicast content, which can be 
ilj 20 transmitted as a number of parallel sessions Users run a software tool on their 
"■j client computers to receive and decode ihe information channels and (hen prompt 
a suitable audio or video tool ro play a scleoled broadcast (or multicast) content 
channel. 

In order to allow users who cermet. t to the same host as The second DPS 
25 520 to receive the multicast channels n 'reflector' proxylet is inn on the ftrsr DPS 
510 that reflects the information channels b01 to the second DPS 520. 1 ho 
reflected information channels 511 are transmitted across The Internet 550 1o the 
second DPS 520. I he second DPS 520 is running a similar 'retlectoi' proxylet ihat 
reflects the information channels on to local users. The twice reflected information 
30 channels 521 can be receiver) by local users who are running a suitable ehannel 
information tool 530 cm their client computers If a user, having received the 
information channels 52 1, wishes to receive one of The content channels liom the 
virtual overlay netwoik 500 then rhe channel information tool 530 can prompt the 
first DPS 510 to run a further pioxylet to reflect the selected content channeJ(s) 
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512 to the second DPS 5?0 over the Internet. In turn, the second OPS 520 runs a 
similar proxylet that reflects the conteni channel(s) 52? to those users who have 
selected to receive the various content ohannel(s). The content channels are 
decoded using a suitable audio ny video playback tool, depending upon the format 
5 of the channel. When the information channels are reflected across the Internet 
512 & b27, they may bu compressed, or some form of streaming used, to improve 
the quality of reception. 

An example of such a virtual overlay network is ihe multicast backbone, or 
MBone. Ihe multicasting o( rhanncls, or sessions may he controlled by a protocol 
10 such as thn session description protocol ISDPI |see "SDP: Session Description 
Protocol", RFC 232/, M Handley, V Jacobson, 14th April 19981. This 
embodiment enables users who can not connect directly to the MBone, or similar 
■kH virtual overlay networks, to 'tunnel' to ihe MBone in ordei to order to receive 
L : i applications that would not otherwise be available to them. 

JQIS A potential drawback is the overhead involved in using DPSs and 

~1 proxy lets. Consider the case of the example where an audio sample is downloaded 
v-J from the UK to Australia but Hie audio proxylet is located in Australia and is larger 
"L than the audio sample (tins r; very much a worst case scenario). If the audio 
£n proxylei is not cached by trV DPS in rim UK then the downloading of the proxylet 
y^ZO will take longer than the transfer ol ihe audio file to Australia and ihe overhead of 
-,=3 the DPS will be larger rhan any benefit gamed from its use. In order to gauge the 
overheads involved with DPSs an oxpenment was performed using the webcache 
proxylei, which was running <>n n DPS on the same subnet as a target WWW 
server The webcache pioxylet, in response to a WWW browser request, 
25 download:, the compression proxylet (see ^bove), which retrieves a URL from the 
WWW sorver ; compresses ihe text contents (using the GZIP compression 
algorithm) and delivers the compressed so cam to The webcache proxylet. The 
webcache proxylet decompresses the data stream and delivers the decompressed 
data stream to the WWW browsoi. The two files used m the experiment contained 
30 the text of The King James Bible (50739;U bytes! and a single text byte. (In order 
to simplify the riming of th<- processes and to remove the overheads of a browser, 
a small Java program was wrinen which could retrieve the contents of a URL). 
The oxpenment was pei formed on a 10Mb/s switched Ethernet and was performed 
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twenty Times lo gain average tunes for retrieving, each tile. The average times for 
retrieving each file wirh and wirhout proxylets .«e shown below in Table 1: 



Size of File (Bytes) 



Retrieval *F une 
(No proxylets) 



5073934 



2.bs 
?0.T2s" 



Retrieval I uno 
(Compression Pioxylet) 
5.7s 



21.52s 



[able l: hie Retrieval Times 



The results of Table 1 show that the oveihedd with the single byte hie was 
n approximately 3 seconds and the oveihead for the large file was approximately 1 
^3 second. The compression proxylet might have been expected to deliver posmve 
fSo benefit, but the compression time for the larger file was 10.09s, which was a 
W speed of approximately 4 Mb's, As this was slower than the network bandwidth, 
= U the compression became the system bottleneck. A faster compression algorithm 
^ would be required to deliver a benefit on this network, but for the slower speeds 
h which are common on the Internet (typically tens of kh/s rather than a few Mb/sl 
F : 15 the use of the compression proxyleT would be beneficial. 

'if DPSs and Prorocol Servers are, in effect, repositories of rode which will 

-3 be executed at another location. For ihis icason WWW seivers may be used 
jJ rather than building special purpose servers. The Universal Resource Looaioi (URI ) 
gives a globally unique way o1 identifying a code object, which is sufficient lor the 
20 requirements of DPSs and Protocol Servers. The PrOTocol Servers have similar 
advantages to shared code libraries. One copy of a code library is used by all 
applications on a system and if n modilication is made to the code library ihcu only 
the code library needs to be replaced, rather than all of the applications. Using the 
Protocol Server model it may be possible to have a single implemenraTion of a 
25 certain protocol such as RIP, available from a service provider. If the Piolocol 
Servers adhere to a standard set of APIs rhen system builders will br able to use 
off the shelf components when building systems. This attempt to lostet code 
reuse should enable systems to be built more quickly from existing sotiwaio 
components. 
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A further possibility lor choosing a protocol for use when communicating 
between a OPS and a browser is that the browser and The OPS may negotiate the 
choice ot a protocol. Thib negotiation piocess may involve the DPS (or the client) 
communicating a reference to the protocol stack it is using to ihe client (or the 
5 DPS). 

In the embodiment discussed above, the DPS executes proxyiets on behalf 
of the user, with the DPS being selected by the user who is awaici of its location. 
It is possible that a very Luge number ot DHSs will become a parr ot the Internet, 
with more than one DPS assisting in an end-to end communication path. As the 

10 numbet of DPSs increase it will not feasible tor users to be aware of the location 
and functionality of all the ddteient DPS*;, so it is expected that the DPSs will 
know ot each others existent e, and DPSs wilt be discovered in an automated 
manner. A user wishing to make use of one or more DPSs will make a request for 
a DPS close to either the user or the target WWW server. Considering the 

15 example discussed above of an audio sample on a WWW seiver m the UK, then 
the merest DPS with The owrect lunrnonaliiy to that WWW server will be 
discovered and used, A possible solution is to have all the DPSs oo-operaiing in a 
mesh, with all requests being directed ro a local DPS which then relays requests to 
the appropriate DPS. Appropriateness may simply be a function of load, location 

20 or supported functionality, r or < errant communications it may be appropriate to 
chain logether a number of DPSs. hor example, it may be possible ro force the 
routing of traffic through lightly loaded parts ol the Internet by using a set of DPSs 
so that a mesh of co operating DPSs may be able to determine ;i high bandwidth 
route between two points. 

25 It is envisaged (hat DPSs will be provided by service providers and/or 

content providers and that their customers will gain access to DPSs as a part of a 
service package. 

The DPSs have a control interface which allows users to connect to them 
in oidoi to perform o numbfx of control funciions, including: causing a proxylet to 
30 be loaded, starting the running of h proxylet, modifying a tunninq proxylet, and 
stopping the operation of n proxylet it may lie advisable for operators of DPSs to 
deny access to some features of the control interlace for users in order to maintain 
the security of the network and Ihe OPS, I he Dynamic Proxy Server may itself 
perform a number of validation cheeks, such as only allowing proxyiets from 



-MAY-98 14 ,36 FROM : BT I PD IDl 017124205e5 pAG£ Jg 

4.doc 



18 

trusted sources to be loaded and run, only downloading proxylets or protocols from 
certain locations or only allowing use by a set of registered users or from certain 
WWW servers. It may not allow a proxylet io be downloaded li rhe Dynamic 
Proxy Server is currently too heavtly loaded due to ihe servicing of other requests. 
5 This provider a mechanism by which management policies and derisions can be 
implemented on the DPS. 

A proxylet is code which is downloaded and executed by a DPS- In rhe 
Java implementation, a proxyler takes the form of a collection of class files (a 
class file is produced from the Java compilation process). The class files coniain 

10 platform independent byte codes and are bundled together in single Java archives 
(Jar files}. Each proxylet is constituted by a single Jar hie. In ordor to maximise 
the flexibility of operation of thi* ptoxylets, each proxylet is allowed access to all 
of the classes, and hence all o1 the functionality, available in the Java 
Development Kit (JDK). 

15 A pioxylet can contain all the code required to do any protocol processing 

and transforming. If appropriate, the initially downloaded proxyler may contain 
only the control components, and may download dynamic protocol code from the 
DPS or a Protocol Server. The DPSs and end systems may negotiate with each 
other in order to find the location of ihe protocol to use in a communication. In 

20 order to increase the possibility of interoperability all the Dynamic Proxy Servers 
and end systems in a commurm..irion may use the same protocol stack from the 
same Protocol Server. 

A very significant aspect ol Ihe DPS is secure and safe operation. To 
prevent hostile proxylets being downloaded onio the DPS and to prevent proxylets 

25 inadvertently performing hostile <icls, integrity checks will need to be performed. 
A set of checks will decide if a proxylet can or can nor be downloaded, whether 
for security reasons or because sufficient resources are not currently available on 
the DPS. Ir may also be necessary to lestncl the actions which a proxylet 
performs. For oxarnple, it is not expected that a proxylet should access or modify 

30 files on the DPS or WWW server on which it is running. It may also be necessary 
to restrict where network connections .«« made. When implementing proxy lots in 
Java, it is possible to add a dujil<i! signature to a Jar file (used to build a proxylet} 
in order to allow proxylets to bo run by DPSs or to allow ccn.un proxylets to 
perform acts that normally are forbidden. 
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it is expected that proxylets nnd protocols will be used frequency so it 
may be important thai the Dynamic Proxy Servers and protocol servers include 
mechanisms to cache frequently u^ed programs in order to cut down on undue 
network traffic. The use of WWW servers as repositories of proxylets .ind 
5 protocols makes cachmn exrrcmely simple u> implement as existing WWW cichmrj 
schemes can be used. 
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1. A method of transmuting daia from a first server computer to a client 
computer, the method composing the stcpy, of transmitting the darn from the first 
5 server computer to a second server computer in a first encoding format, 
transforming the data from said first encoding format to a second encoding format 
at the second server computer and transmitting the transformed data in said 
second encoding formal to the client computer from the second server computer. 

10 2. A method as claimed in claim 1, wherein The data is transmitted from the 

first server computer to tin: second server computer using a first transport protocol 
and the nnnsformed daia is transmitted from die second server computer to the 
client computer using a second transport protocol. 

Mi 15 3, A method as claimed in claim 7, wherein the data is transmitted by the 

ri l first computer server to the second computer server using the Transport Control 

%r Protocol, the data is transformed by ihe second serve* and the transformed data is 

^ transmitted to the client computer using the User Datagram Protocol 

;r, 20 v 4, A method as claimed jm any of the preceding claims, wherein the 
^Q; transforming performed by the second server computer is determined by (he 
v " content of a protocol downloaded to the second server computer from a Third 
serve* computer 

2^ 5. A method as claimed in any of claims 1 to 4 wherein the first server 
compumi is a World Wide Weh server, 

6. A dynamic proxy server computer located in a communications network 
such thai it is in a communications route intermediate a server computer and a 
30 client computer, the dynamu proxy server computor being configured to receive 
data transmitted in a YurA data format Irom said server computer, to transform 
received data to a second data format from said first data format and to transmit 
the transformed data to the Hienr computer in said second data founat. 
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7. A dynamic proxy seivn computer as claimed in claim G, wherein the 
Transforming performed by ihe dynamic proxy server computer is determined by 
the content of a protocol downloaded from a third server computer. 

5 8. A dynamic proxy '.erver computer as claimed, in claim 7, wherein the 
dynamic proxy server computer r; configured in receive data transmitted from the 
server computer using a first transport protocol and to transmit The transformed 
data to the client computer using a second nanspori protocol. 

10 9, A dynamic proxy server computer as claimed in claim 8, wherein The data 

is transmitted by the lirsr computer server in The dynamic proxy server computer 
using the Transport Control Prorocol, the ddTn is transformed by the dynamic proxy 

L ^ server computer and the transformed data is transmitted 10 the client computer 

O using the User Datagram hotocol. 

pi 5 

^4 10. A dynamic ptoxy server computer as claimed in any of claims 6 to 9 
n wherein the first server computer is a World Wide Web server, 

11. A communications network comprising a World Wide Web server, a client 
r 20 computer and at least one dynamic proxy server computer, the dynamic proxy 

server computer being located between the World Wide Web server and the client 
[;] computer, the dynamic proxy server computer being arranged ro Transform data 

transmitted from the Woiki Wide Web server to the client computet. 



29-MAY-3B 14:37 FROM = BT I PD 



ID: 01712420595 



PAGE 23 




Figure 1 
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Figure 3 
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